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1. Statement of intent

Norfolk Community Arts (NORCA) processes and stores certain information about its
personnel (both employed and freelance), volunteers, trustees, project/programme
participants and individual donors and supporters and contractors (called Data Subjects).

The charity must handle this information lawfully, in accordance with its obligations under
the Data Protection Act 2018 (the UK law for which the European-wide GDPR — the General
Data Protection Regulation — provides the framework).

The organisation may, from time to time, be required to share personal information about
these individuals with other organisations. This policy sets out the basis on which we will
process any personal data we collect, for the purpose of informing the individuals whose
data Norfolk Community Arts processes, and to ensure all Norfolk Community Arts
personnel are aware of their responsibilities in terms of compliance with the Data Protection
Act 2018.

Any queries or concerns related to the legislation, GDPR or regarding the implementation of
this policy should be referred in the first instance to the Operations Manager.

2. What is Personal Data and Processing?

Personal data is data (electronic or paper-based) relating to a living individual who can be
identified directly or indirectly from that data (or from that data and other information in
our possession). It does not include data where the identity has been removed (i.e.
anonymous data)

Processing is any activity that involves use of personal data. It includes obtaining, recording
and holding the data; organising, amending, retrieving, using, disclosing, sharing (internally
and externally) and/or destroying it.

Sensitive personal data is data concerning racial or ethnic origin, political opinions, religious
or philosophical beliefs, trade union membership, genetic, biometric, physical or mental
health condition, sexual orientation or sexual life. It can also include data about criminal
offences or convictions. Sensitive personal data must be processed under strict conditions,
with the explicit consent of the individual.

Children’s personal data must only be processed with a lawful basis for doing so; consent is
one possible lawful basis. Children aged 13 or over can provide their own consent.

For children under 13, or for children aged 13 and over and adults who we are unsure are
able to provide fully informed consent to the use of their data, consent will be obtained
from whoever holds legal responsibility for the individual. Privacy notices must be written in
a way that the individual will understand.



3. Data Protection Principles

Anyone processing personal data, which could be all Norfolk Community Arts personnel
(staff, trustees and volunteers), must ensure that data is:

Processed fairly, lawfully and in a transparent manner

Collected for specified, explicit and legitimate purposes

Adequate, relevant and limited to what is necessary for the intended purposes

Accurate, and where necessary, kept up to date

Kept in a form which permits identification for no longer than necessary for the

intended purposes

® Processed in line with the individual’s rights and in a manner that ensures
appropriate security of the personal data, including protection against unauthorised
or unlawful processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures

o Not transferred to people or organisations situated in countries without adequate
protection

® Subject to a quality assurance audit check on a regular basis. See Appendix 1 for an

example of a Data Safeguarding Record Audit Checklist

4. Fair and Lawful Processing

Norfolk Community Arts only processes personal data on a lawful basis. The lawful bases
include situations where:-

the individual has given their consent

the processing is necessary for performing a contract with the individual

it is needed for compliance with a legal obligation

it is needed for the legitimate interest of the business

because it is necessary to protect someone’s life

because it is necessary for Norfolk Community Arts to perform a task in the public
interest or for Norfolk Community Arts official functions, which has a clear basis in
law

5. Processing for Limited Purposes

Norfolk Community Arts only processes personal data for purposes permitted by the Data
Protection legislation. We notify the data subject of those purposes when we first collect the
data or as soon as possible thereafter.

6. Notifying Individuals and their rights
Under GDPR legislation data subjects have the following rights:-
The right to be informed
The right of access

The right of rectification
The right to erasure or “right to be forgotten”



The right to restrict processing

The right to data portability

The right to object

Rights in relation to automated decision making and profiling

If we collect personal data directly from an individual, we process it in line with their rights
and we inform them about:

® The purpose or purposes for which we intend to process that personal data, as well
as the legal basis for the processing.

® The legitimate interests pursued where we rely upon the legitimate interests of the
business to process personal data

e The types of third parties, if any, with which we will share or disclose that personal
data.

® Any personal data that is intended to be transferred to a non-EEA country or
international organisation and that the appropriate and suitable safeguards in place

e How individuals can limit our use and disclosure of their personal data.

e Information about the period that their information will be stored or the criteria
used to determine that period.

e Their right to request from us, as the controller, access to and rectification or erasure
of personal data or restriction of processing

e Their right to object to processing and their right to data portability.

e Their right to withdraw their consent at any time (if consent was given) without
affecting the lawfulness of the processing before the consent was withdrawn.

e The right to lodge a complaint with the Information Commissioners Office.

e Other sources where personal data regarding the individual originated from and
whether it came from publicly accessible sources.

e Whether the provision of the personal data is a statutory or contractual requirement,
or a requirement necessary to enter into a contract, as well as whether the individual
is obliged to provide the personal data and any consequences of failure to provide
the data

e That we are the data controller and provide contact details to enable individuals to
exercise their rights and/or raise a complaint. This notification will take the form of a
GDPR privacy statement (Appendix 2) at point of contract for employment and a
Privacy Notice (Appendix 3) for supporters, donors and contractors, found on Norfolk
Community Arts website, www.norfolkcommunityarts.org.uk, HERE.

7. Adequate and relevant processing

Norfolk Community Arts only collects personal data to the extent that it is required for the
specific purpose notified to the data subject.

Norfolk Community Arts ensures that personal data we hold is accurate and kept up to date.
We take all reasonable steps to destroy or amend inaccurate or out-of-date data.


https://www.norfolkcommunityarts.org.uk/privacy-policy/

8. Retention

Norfolk Community Arts does not keep personal data longer than is necessary for the
purpose or purposes for which it was collected. We take all reasonable steps to destroy, or
erase from our systems, all data which is no longer required.

We keep personal data for as long as it is required in connection with the purpose for which
it was collected and/or processed (e.g. data relating to individuals currently taking part in

our projects/programmes), or; for as long as we are required to do so for legal or regulatory
purposes. Our retention periods are set out below.

RECORD

DATA SUBJECTS

RETENTION PERIOD

Accounting records
including those relating
to employees pay, gift
aid, payroll, HMRC,
funders

Paid employees, freelancers,
donors, those paying for a
service, e.g. attending an
event

6 years (Statutory)

Employee files

Paid employee and
freelancers

For as long as
employed/contracted with Norfolk
Community Arts and then for 5
years after employment/contract
has ceased.

General records about
Sistema in Norwich
children/parents/carers

Sistema in Norwich
children/parents/carers

For as long as they are in the
Sistema in Norwich programme
and 1 year after

Volunteer and trustee
files

Volunteers/Trustees

For as long as they volunteer for
Norfolk Community Arts and then
for 5 years after volunteering has
ceased.

Individuals applying to
work or volunteer for
Norfolk Community
Arts

Potential personnel/volunteer

Up to 6 months unless they
became an employee or volunteer

Accident and Incident
Book and First Aid
incident sheet

All personnel, children taking
part in NORCA
activities/programmes, their
parents/carers and donors

3 years after the accident/incident
(Statutory). If accident/incident
involves a child or young person
then until that child/young person
becomes 21 (Statutory)

Safeguarding
reports/concerns

All personnel, children taking
part in NORCA
activities/programmes, their
parents/carers and volunteers

Until child reaches the age of 25

Enquiries about
programme and/or
services

Potential programme/service
users

Up to 6 months unless they
become programme/service users




9. Data Security

Norfolk Community Arts takes appropriate organisational and security measures against
unlawful or unauthorised processing of personal data, and against the accidental or unlawful
destruction, damage, loss, alteration, unauthorised disclosure of or access to personal data
transmitted, stored or otherwise processed. We have put in place reasonable procedures
and systems to maintain the security of personal data from the point of collection, to
processing and to destruction.

This applies to data held centrally at the Norfolk Community Arts office, where sensitive
personal data in paper form is stored in secure locked cabinets; and in electronic form is
password protected. Norfolk Community Arts personnel do not store data subject personal
information on their own devices.

Norfolk Community Arts only permit personal data to be processed by personnel who agree
to comply with this policy. We make our personnel aware of data protection legislation and
of this policy, and of procedures to maintain security of personal data. Norfolk Community
Arts personnel are required to sign to confirm that they have read and understood this
Policy, the GDPR Privacy Statement (Appendix 2) and the Data Privacy Impact Assessment
(DPIA) (Appendix 4). We maintain data security by protecting the confidentiality, integrity
and availability of the personal data.

If we transfer any personal data we hold to an organisation based outside of the European
Economic Area (EEA), or to an international organisation, we will ensure that the data
subject is aware of this and gives their consent.

10. Disclosure and sharing of personal data

Norfolk Community Arts shares personal data with third parties in order to fulfil legal and
contractual obligations (e.g. employment or delivering a service to a data subject).

We do not share personal details with third parties without consent, or unless we are
required to do so by law, or, in exceptional circumstances where we think someone is at
serious risk of being harmed or there is a Safeguarding issue and we need to contact the
police or a local authority Safeguarding team, as our duty to report overrides Data
Protection legislation.

Where appropriate the GDPR Privacy Statement/Policy of all third parties, for example
contractors, are checked thoroughly and approved before entering into any
contract/agreement.

11. Subject Access Requests

Individuals can make a formal request for information we hold about them to the Operations
Manager.

Norfolk Community Arts personnel who receive a subject access request should immediately
forward it to the Operations Manager, who will coordinate the response.



Where an individual has requested access to their personal data, one copy of a document
detailing data held by Norfolk Community Arts will be provided free of charge (unless the
request can be evidenced to be manifestly unfounded or excessive) within one month of
receipt of the request.

Where a request has been made electronically, data will be provided in a commonly used
electronic form, unless the individual has requested otherwise. Data can be withheld if it
adversely affects the rights and freedoms of others or if there are grounds for it to be
withheld due to Safeguarding concerns.

12. Privacy by design and privacy impact assessments

Norfolk Community Arts act in accordance with the GDPR'’s legal requirement by adopting a
privacy by design approach and implementing measures which demonstrate how the charity
has considered and integrated data protection into processing activities.

A Data Privacy Impact Assessment (DPIA) has been undertaken and will be used to identify
the most effective method of complying with the charity’s data protection obligations and
meeting individuals’ expectations of privacy. The DPIA will allow the charity to identify and
resolve and reduce data risks. A new DPIA will be undertaken each time a new project or
service is planned. See Appendix 4 for an example of a DPIA.

13. Data breaches

The term “personal data breach” refers to a breach of security which has led to the
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.

Any Norfolk Community Arts personnel who become aware of or are concerned about a
data breach should immediately contact the Operations Manager or the Executive Director
who will investigate the breach and coordinate the response.

In conjunction with relevant staff members, the cause of the breach will be investigated, and
consideration will be given to what immediate measures can be taken to recover the data
and/or ensure damage limitation.

The Operations Manager or the Executive Director will consider the consequences of the
breach both for the organisation and the data subject/s concerned. The Operations Manager
or the Executive Director will consider who is necessary to notify regarding the breach (e.g.
the data subject) and check whether a formal disclosure to the Information Commissioner is
required (i.e. where it is likely to result in a risk to the rights and freedoms of individuals and
a significant detrimental effect on them). If the breach is considered to be severe, the
Trustees will be notified.

Where a disclosure to the Information Commissioner is required, this will be done within 72
hours of the charity becoming aware of the breach. The disclosure will contain the following
information:



e The nature of the personal data breach, including the categories and approximate
number of individuals and records concerned
An explanation of the likely consequences of the personal data breach
A description of the proposed measures to be taken to deal with the personal data
breach

o Where appropriate, a description of the measures taken to mitigate any possible
adverse effects

14. Further information

Any questions about GDPR and data protection in relation to Norfolk Community Arts should
be referred to the Operations Manager, by emailing admin@norfolkcommunityarts.org.uk or
by telephoning 01603 760529.

15. Review
We will make changes to our policy and procedures in line with GDPR guidance
Policy written by: - Cathie Davies
Job Title: - Operations Manager
Date Policy was written: - Updated Jan 26
This Policy will be reviewed: - Jan 27

This Policy will be reviewed by: - Operations Manager





